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Features

Attachments: These are attachments or
additional information from NERC outside of
the Standards themselves but concerning a
specific Standard.

Measures: These are the Measures included in the
standard providing guidance on thegfpes of evidence
that can demonstrate complian\te,&e)'equirements.
Additional Suppagtin igence Guidance: This
section proviges whal guidance on what types

of evidence % onstrate compliance to the

requirements.

Auditor Expectations: This is NERC guidance provided
to the auditors as documented in the Reliability Standard
Audit Worksheets (RSAWs).

NERC Guidelines and Technical Basis: This is the verbatim guidance
provided by NERC and the standard Drafting Team. It provides insight,
guidance and rationale to support the registered entities’ under-
standing in the standard.

NERC Rationale: This section describes the reasoning
that NERC used in formulating the Standards and
Requirements in NERC’s own words.

Problem Areas: These are concerns or
deficiencies frequently identified by CRSI with respect to compliance
to the specific requirement.
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CIP-002-5.1 BES Cyber System Categorization

CIP-002-5.1 R2: The Responsible Entity shall:

R2.1: Review the identifications in Requirement R1 and its parts (and update them if
there are changes identified) at least once every 15 calendar months, even if it
has no identified items in Requirement R1, and

R2.2: Have its CIP Senior Manager or delegate approve the identifications required
by Requirement R1 at least once every 15 calendar months, even if it has no
identified items in Requirement R1.

VRF: Lower/Time Horizon: Operations Planning

&{LA) MEASURES

; @
Acceptable evidence includes, but is notgimi ctronic or physical dated records to demonstrate that the

Responsible Entity has reviewed and up re necessary, the identifications required in Requirement R1 and its
parts, and has had its CIP Senior Manager or glegate approve the identifications required in Requirement R1 and its
parts at least once every 15 calendar months, even if it has none identified in Requirement R1 and its parts, as required
by Requirement R2.

ADDITIONAL SUPPORTING EVIDENCE GUIDANCE

o Effective change management will be key to an effective and efficient review of assets and BES Cyber Systems.

e Plan for sufficient review time to ensure completing annual reviews and obtaining approvals within the 15 month
window. Sufficient review time should include time for investigation and resolution of any identified data discrepancies.

AUDITOR EXPECTATIONS

e Verify the reviews of the identifications in Requirement R1 have occurred at least once every 15 calendar months.

o Verify the approvals by the CIP Senior Manager or delegate of the identifications in Requirement R1 have occurred at
least once every 15 calendar months.

NERC GUIDELINES AND TECHNICAL BASIS

NERC does not provide any Guidelines and Technical Basis specific to R2.
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NERC CIP Compliance Guide Order Form

Ask about our “NERC CIP Compliance Guide User Listing” for additional order fields!
CRSI's NERC CIP Compliance Guide is the first ever, holistic, abridged "Go-to" source for all NERC CIP Compliance questions.

Expanding on FERC Orders 706 and 791, our new Guide provides insight into FERC Order 802 and the soon to be approved 'Version 6'
changes. Our NERC CIP Compliance Guide references every NERC document published for guidance and the interpretation or application for
each CIP Standard. Additionally, the Guide provides what documentation is needed per Requirement and Sub-Requirement and then details
additional evidence that must be provided during an audit. Then, we provide best practice recommendations and problem areas to avoid that
CRSI has identified from working with over 200 electric utility companies over the past 15 years. This guide was developed using Version 5
(FERC Order 791) of the CIP Standards, the July 16, 2015 FERC Notice of Proposed Rulemaking (NOPR), FERC Order 802 (CIP-014), and includes
mapping charts for Version 5 to 6. Reliability Assurance Initiative (RAl) and FERC NOPR are addressed, as supplements within the Guide.

Who is the NERC CIP Compliance Guide for?

CRSI's NERC CIP Compliance Guide is designed for all members of your company. Those that will benefit the most from the Guide are Subject
Matter Experts, members of your internal Compliance Team, Senior Executives, Management and employees dealing with NERC CIP on a
daily basis. The Guide is designed as a stand-alone reference source for all NERC CIP compliance questions.
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Terms and Conditions

1. A limited distribution agreement is provided with each sale as identified in the CRSI NERC CIP Compliance Guide.
Beyond this limited distribution agreement, no transfer of intellectual property rights are made with the purchase.

2. Purchases of the CRSI NERC CIP Compliance Guide Book are exclusive of any former, current, or future contract with CRSI for professional
services.

3. Payment via accepted payment processes is required at the time of order and in advance of product shipping and delivery, or access beging
granted to PDF versions of the Compliance Guide. Payment is in U.S. Dollars.

4. This book is presented solely for educational and informational purposes. The author and publisher are not offering it as legal,
accounting or other professional services advice. While best efforts have been used in preparing this book, it may contain errors,
omissions or information that was accurate as of its publication but has subsequently become outdated. The author or publisher shall not be
liable or responsible to any person or entity with respect to any loss or incidental or consequential damages caused, or alleged to have been
caused, directly or indirectly, by the information contained herein.

5. No warranty may be created or extended by sales representatives or written sales materials.
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