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Features

Attachments:	These are attachments or
additional information from NERC outside of
the Standards themselves but concerning a
specific Standard.

Measures:	These are the Measures included in the 
standard providing guidance on the types of evidence
that can demonstrate compliance to the requirements.

Additional	Supporting	Evidence	Guidance: This
section provides additional guidance on what types
of evidence can demonstrate compliance to the
requirements.

Auditor	Expectations: This is NERC guidance provided
to the auditors as documented in the Reliability Standard
 Audit Worksheets (RSAWs).

NERC	Guidelines	and	Technical	Basis: This is the verbatim guidance 
provided by NERC and the standard Drafting Team. It provides insight, 
guidance and rationale to support the registered entities’ under-
standing in the standard.

NERC	Rationale: This section describes the reasoning
that NERC used in formulating the Standards and
Requirements in NERC’s own words. 

Problem	Areas: These are concerns or
deficiencies frequently identified by CRSI with respect to compliance 
to the specific requirement.
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CIP-002-5.1 BES Cyber System Categorization

CIP-002-5.1 R2: The Responsible Entity shall:
R2.1: Review the identifications in Requirement R1  and its parts (and update them if 

there are changes identified) at least once every 15 calendar months, even if it 
has no identified items in Requirement R1, and

R2.2: Have its CIP Senior Manager or delegate approve the identifications required 
by Requirement R1 at least once every 15 calendar months, even if it has no 
identified items in Requirement R1.

VRF: Lower/Time Horizon: Operations Planning

Measures

M2

Acceptable evidence includes, but is not limited to, electronic or physical dated records to demonstrate that the 
Responsible Entity has reviewed and updated, where necessary, the identifications required in Requirement R1 and its 
parts, and has had its CIP Senior Manager or delegate approve the identifications required in Requirement R1 and its 
parts at least once every 15 calendar months, even if it has none identified in Requirement R1 and its parts, as required 
by Requirement R2.

Additional Supporting Evidence Guidance

• Effective change management will be key to an effective and efficient review of assets and BES Cyber Systems.

• Plan for sufficient review time to ensure completing annual reviews and obtaining approvals within the 15 month
window. Sufficient review time should include time for investigation and resolution of any identified data discrepancies.

Auditor Expectations

• Verify the reviews of the identifications in Requirement R1 have occurred at least once every 15 calendar months.

• Verify the approvals by the CIP Senior Manager or delegate of the identifications in Requirement R1 have occurred at
least once every 15 calendar months.

NERC Guidelines and Technical Basis

NERC does not provide any Guidelines and Technical Basis specific to R2.
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